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Cyberoam Certified Network & Security  

   

Cyberoam Architecture 

 Hardware Architecture 

 Software Architecture 

Advanced and complex product deployment scenarios 

 Deployment Modes 

 Web Proxy Scenarios 

 VLAN Scenarios 

 Asymmetric Routing Scenarios 

Advanced authentication and Identity Based Policies 

 Authentication Concept & Type of Authentication 

 Integration with External Authentication Servers 



 Clientless Single Sign On Concept & Practical 

 Thin Client based Authentication Concept & Practical 

 Role Based Authentication Control for Web Management 

Advanced concepts and configuration of various modules 

 System Management 

 Firewall 

 Content Filtering 

 Antivirus and Antispam Configuration & TuningIPS 

Advanced VPN configuration for complex deployments 

 Cyberoam VPN Features 

 VPN Policies 

 Advanced VPN Deployments 

 VPN Failover concept & practical 

High Availability 

 Overview & Concept 

 Active-Passive Deployment 

 Active-Active Deployment 



Troubleshooting & Debugging 

 Traffic debugging & monitoring 

 Web Proxy Debugging 

 Logging via Event Viewer 

 Diagnostic Tools 

 Troubleshooting 

 

 

 


